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= (54) Title: ADAPTER HAVING SECURE FUNCTION AND COMPUTER SECURE SYSTEM USING IT 

~ (57) Abstract: A secure adapter and 

a secure computer system including 
thereof to safely transfer the key code 
input information from the keyboard to 
the computer system. The invention 
enables transferring the key code input 
information after encrypting it only when 
the secure mode setup command is re- 
ceived from the keyboard or the computer 
system, and transfer the information 
from the keyboard to the computer 
system without encryption if the secure 
mode clearing command is received or 
under the secure mode clear state. Also, 
if storage and processing of the data 
requires special secure handling, the 
data can be encrypted and decoded only 
when the user enters correct password, 
and safe memory which does not store 
separate password may be added. If the 
secure adapter and me computer secure 
system employing thereof of the present 
invention is used, it is possible to prevent 
a third person from intruding into the 
computer system by hacking and stealing 
user's secrete data, for stock exchange, 
Internet banking, cyber transactions and 
other communications over the Internet, 
modem communications or network data 
exchange. 
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ADAPTER HAVING SEC^M FUNCTION *Al>m 
COMPUTER SECURE SYSTEM USING IT 



5 

Tec hnical Field 

This invention relates to adapter ("secure adapter"), to be installed and used 
between a computer system and a keyboard, which provides security function, and 
10 secure computer system using thereof, in particular, to configuration for transferring 
input information from keyboard to computer system in secure mode by encrypting the 
data, and for transferring information to computer system in clear mode without 
encryption. 

15 Background Art 

Development of computers and rapid growth of information exchange and 
communications over Internet has opened the way for quick and easy access to 
information. In particular, Internet brings a representative paradigm of creating 

20 informational environment for individuals, business and e-trade. Internet features 
openness and conformity, and surmounts difficulties in exchanging and sharing 
information resources whether used by an individual or a company, whereas the basic 
drawback of the Internet with respect to information protection and communication 
safety has been putting serious obstacles. Thus, what is needed is information secure 

25 system, which is operable for each service type or application whether communication 
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is trusted or not, as is the case with information exchange over the Internet, . 

While development of information and computer communication enabled 
electronic transactions such as stock exchange, Internet banking, and other cyber 

5 transactions, when using Internet or modem communications, user's information (data) 
is often drained to other persons by illegal methods including hacking by third persons. 
For an experienced hacker, information stored on a computer connected to the Internet 
can be almost as available as the data on the same system. Thus, one cannot say 
information is safe just because it is stored on someone's computer. Additionally, as 

10 technical, marketing and other information is much transferred over the Internet and 
other media, and electronic transactions and economic activities are frequently 
performed, it is urgently required to safely protect each individual's information. 

Normally, all data inputted from the computer keyboard is transferred, stored 
15 and processed in the computer system as is. That it is, the computer operates by using 
direct connection between the keyboard and the system: the keyboard controller of the 
computer system receives a key code from the keyboard access port, transmits it to the 
computer system, and then application program in the computer system receives and 
uses this value. 

20 

Accordingly, if a third person can receive this value from the keyboard port 
using hacking technique or get it somehow from keyboard controller, this can bring far- 
reaching effect when an unauthorized person is able to use someone's private data 
illegally. 

25 
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Thus, the object of the present invention is to solve the above problems in full 
and to tackle related technical issues. 

That is, the object of the present invention is to prevent information (data) from 
5 being drained by other persons using methods not intended by user, such as hacking, 
enabling the user setting up a secure connection between the computer system and the 
keyboard for entering data from the keyboard into the computer system . 

Also, in the case of with additional safe memory, since the data can be 
10 encrypted/decoded only when the user supplies password, and the encryption password 
is not stored or preserved separately, the present invention can cope with such problems 
as reproduction and can deal with storing and processing of the data which requires 
secure handling. 

15 Summary of Inventio n 

To achieve the aforementioned objects, the present invention, which is an 
adapter to transfer key code input information from the keyboard to the computer 
system, is configured to transfer the key code input information from the keyboard to 
20 the computer system after encrypting it only when the secure mode setup command is 
received from the keyboard or the computer system, and to transfer the information 
from the keyboard to the computer system without encrypting the data if the secure 
mode clear command is received or when in the clear secure mode state. 

25 At the secure mode, the encrypted key code input information may be the 
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information from all key codes, and only the character and numeral key codes other 
than special key codes, depending on setup configuration. 

Secure mode can be setup/cleared by using a special key ("secure key"), which 
5 is additionally installed on the keyboard, or using a combination of existing keys (e.g., 
CTRL key + ALT key + SHIFT key + S key). Also, the application program under 
execution in the computer system can set up or clear the secure mode depending on the 
given conditions, although the user does not control the secure mode with the key. 

10 Disclosure of In vention 

The configuration, for example, of a secure adapter for secure mode 
setup/clearing comprises the main processor to process secure mode setup/clearing 
commands and to create the secrete key in secure mode setting, the initial cipher to 
15 transfer the secrete key transmitted from the main processor to the keyboard controller 
of the computer system by encrypting the secrete key with the secure key from the 
computer system, and the stream cipher to encrypt the key code input information from 
the keyboard with the secrete key. 

20 With reference to Fig. 1, more detailed configuration, as possible embodiment 

of the secure adapter in the present invention, comprises: 

a computer connection coupled to the keyboard port of the computer; 
a keyboard connection coupled to the keyboard plug; 

a transmit/receive control on the computer to control communication with the 
25 computer system; 
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a transmit/receive control on the keyboard to control communication with the 
keyboard; 

secure mode setuo/clearine 
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according to the secure mode commands, and to exchange the data between the 
5 computer system and the keyboard; 

an initial cipher to encrypt the secrete key transferred from the main processor 
with the secure key from the computer system and then transmit the encrypted secret 
key to the computer system when the secure mode is set up; and, 

a stream cipher to encrypt the key code input information with the secrete key 
10 from the main processor and then to transmit the encrypted information to the computer 
system when the secure mode is set up. 

Said transmit/receive control on the computer writes all information to be 
transmitted on the input buffer first so that the control program transmits it at a proper 
15 time, and all received messages are written on the input buffer and can be used in other 
modules. 

Said transmit/receive control on the keyboard transmits the key code input 
information from the keyboard to the main processor, all commands transmitted are 
20 written on the buffer and this module transmits them at a proper time. 

Said stream cipher encrypts information transmitted from the main processor 
with the secrete key. While each different encryption function is applied because bits or 
characters of a plain text are encrypted, and thus different encryption function is applied 
25 and respective plain text bit is encrypted irregardless of other bits for stream cipher, 
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unlike block cipher for which the same encryption function is applied to all plain texts, 
its encrypting speed is relatively high. Also, the impact of channel errors occurring in a 
certain bit during encryption or transmission process is advantageously applied only to 
the corresponding bit, but not propagated to other bits. However, configuration using 
block cipher instead of stream password can be used, if necessary. 

For computer connection and keyboard connection, 5V power is normally 
supplied, and they are connected with a communication line. However, the secure 
adapter of the present invention is not necessarily to be a device separated from the 
keyboard and the computer system in design, and can be coupled with the computer 
body or with the keyboard. In this case, the transmit/receive means of the computer 
body and the keyboard may not be a cable, but the system can be designed so that radio 
information transmitter is installed on the keyboard and radio information receiver is 
installed on the computer body. In the Fig. 2, an example of a secure adapter connected 
between the computer system and the keyboard as an independent device is shown. On 
the secure adapter, an indication lamp showing operating state and a secure mode 
indication lamp (described below) are installed. 

A secure adapter of the present invention may include one or more indication 
lamps. These indication lamps show the operation mode of the secure adapter, the 
secure mode indication lamp shows secure state, and so on. In this case, the secure 
mode indication lamp is controlled by the main processor. Under secure mode, the 
secure mode indication lamp is on, and goes off when secure mode is cleared, while the 
lamp periodically blinks when secure mode state is disabled. The disabled secure mode 
state means the case when setting of the computer system, the secure key and/or the 
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secrete key was not performed normally. The secure mode indication lamp is not only 
installed on the secure adapter, but on the front of the computer body, the keyboard or 
„ ~™;tnr oc th^ r^P mav he. If necessarv. a small indicator (i.e., an icon type, 
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etc.) can be displayed on the setup screen on the monitor to prompt whether the secure 
5 mode is set up or not. 

Depending on the case, safe memory interworking with the main configuration 
of the secure adapter may be added. Said safe memory operates under the secure mode 
that an application program executed on the computer system established in necessary 
10 case, and is used for storing and processing encrypted data which requires separate 
security handling. 

More specifically, said safe memory comprises: 

a safe memory interface to transmit a password transmitted from the main 
15 processor, or the password and the data which requires security ("secure data"), to an 
encryption/key operation processor, and to transmit the data received from a decoder to 
the main processor; 

an encryption/key operation processor to convert the password to the key ("the 
safe key"), and then, if the secure data is not received together with the password from 

20 the safe memory interface, to transmit the safe key to the decoder and to encrypt the 
password with the safe key by encryption algorithm and calculate the integrity 
identification value of the encrypted password ("password integrity identification 
value") and then to transmit the password integrity identification value to a 
comparison/processor, and, if the secure data is received together with the password 

25 from the safe memory interface, to encrypt the secure data with the safe key and 
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calculate the integrity identification value of the encrypted secure data ("encrypted data 
integrity identification value") and then to transmit the encrypted data integrity 
identification value together with the "encrypted data" to the comparison/processor; 

a comparison/processor to transmit the stored data to the decoder if two 

5 integrity identification values are the same after comparing the "password integrity 
identification value" received from the encryption/key operation processor with the 
"password integrity identification value" stored in the data storage memory, to transmit 
password nonconformity to the computer and delete the temporally stored safe key on 
the decoder if the values are not the same, and to transmit the data to the data storage 

10 memory where "encrypted data" and "encrypted data integrity identification value" 
together with "password integrity identification value" are received from the 
encryption/key operation processor; 

a data storage memory to store the encrypted data, the encrypted data integrity 
identification value and the password integrity identification value; and 

15 a decoder to decode the encrypted data from the data storage memory with the 

safe key and then to transmit the decoded data to the safe memory interface. 

In this case, the main processor of the secure adapter additionally has a 
function to transmit the password input request command to the computer system where 
20 the secure mode setup command received from the application program of the computer 
system is for the safe memory, and to transmit the password received from the keyboard 
to the safe memory. 

The safe memory does not store password separately, and executes decoding 
25 using the safe key converted from the password only when the user enters the same 
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password as the password used for storing the encrypted data. Whether the correct 
password is entered is acknowledged as valid access only when values are the same 
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data of the data storage memory with the "password integrity identification value" 
5 calculated after encryption with the safe key converted from the newly entered 
password. 

Therefore, the safe key transferred from the encryption/key operation processor 
to the decoder is temporally stored on the buffer of the decoder and then the key is 
10 deleted from the buffer by the command from the comparison/processor, where the 
stored "password integrity identification value" and the "password integrity 
identification value" calculated from the newly entered password are not the same, as 
the result of execution of the comparison/processor. 

15 The conversion of password to a safe key may be executed using various 

known methods such as hash function or polynomial algorithms. Representative 
examples are the MAC hash function, the MDC hash function, the MD4 hash function, 
the MD5 hash function, the SHA hash function, the CRC algorithm, and so on. 

20 The integrity identification protects data against hacker's active attacks 

because it is used as a means to identify the person who performs the access. As a 
method to identify the integrity, various known algorithms described above can be used, 
in particular Cyclic Redundancy Checking (CRC) algorithm is preferred. In transmitting 
the data of K bits, the CRC algorithm transmits the data of k+n bits by dividing the 

25 transmitted data into n+1 bit patterns and adding the remaining of n bits length occurred 
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at the division to the end of data bits. The algorithm can be adjusted so that the data is 
organized as n bits at the point to receive the data and the received data is divided by the 
pattern, and then data transmission errors are found through the remaining values. 
Where the remainder is 0 at the point to receive the data, it is considered that there are 

5 no data transmission errors, and there are data transmission errors where it is 1. 
Accordingly, in the present invention, the data transmission error identification 
algorithm configuration in communication is transformed and used, as the method to 
store the values to the data storage memory by calculating the CRC value ("encrypted 
data CRC value") of the data encrypted with the safe key converted from password and 

10 the CRC value of password ("password CRC value"), and to compare the "password 
CRC value" calculated from the password entered by the user with the "password CRC 
value" stored on the data storage memory when an application program of the computer 
system intends to acquire the data under the secure state. Thus, if the stored CRC value 
and the newly calculated CRC value are the same, it is confirmed that the user who 

15 entered the same password with the password used in data storage has now access to the 
computer system. In the above, n is 16 or 32 bits. In the present invention, 16 bits are 
preferably used. 

The encryption algorithm used for encrypting with the safe key can be selected 
20 among various known encryption algorithms, or a separate algorithm can be developed 
and used. 

The "password integrity identification value" and the "encrypted data integrity 
identification value" are stored together in the data storage memory, the "password 
25 integrity identification value" being used to identify whether the password to newly 
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enter data is correct, while the "encrypted data integrity identification value" being used 
to identify whether the encrypted data is stored without errors or with errors during 
storage. That is, it is possible to identify the above by repeatedly encrypting the decoded 
data with the safe key, calculating the integrity identification value of the encrypted data, 
and comparing the value with the encrypted data integrity identification value written 
on the data storage memory. Therefore, it is possible to confirm whether errors occurred 
in storing or decoding the encrypted data, by adding a separate module that can execute 
such a function or adding such a function to the basic configuration module. 

On the other hand, if each different password is used in storing the multitude of 
encrypted data at the same time or several times to the data storage memory, a different 
"password integrity identification value" is stored respectively for the encrypted data. 
That is to say, passwords may be set differently in storing data, and thus may be specific 
to the type of encrypted data. Accordingly, if necessary, it is possible to establish the 
password integrity identification value of the encrypted data stored on the data storage 
memory depending on the type of encrypted data. In the drain process of the encrypted 
data, all encrypted data with the same "password integrity identification value" are 
decoded. 

The encryption algorithm used in the safe memory may differ from the 
encryption algorithm used in the stream cipher of the secure adapter. 

The present invention also relates to the computer security system, which 
comprises the secure adapter, the keyboard and the computer system. 
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A separate secure key for entering the secure mode setup/clearing command is 
incorporated in the keyboard and/or the secure mode setup/clearing command is created 
by the combination of existing key codes. The computer system has the secure key 
creation function, the encryption/decoding function with the secrete key and the 
5 encryption/decoding function with the secure key, and includes the keyboard manager 
with application program interface. The application program interface has the function 
to perform direct decoding in the application program of the computer system and/or 
provides the function with which the operating system of the computer system can 
perform decoding. 

10 

The secure key created in the keyboard manager of the computer system is 
transmitted to the secure adapter in setting the secure mode. When the secure key 
transmitted to the secure adapter encrypts the newly created secrete key from the 
adapter in each secure mode setup, and then retransmits the encrypted secrete key to the 
15 computer system. The secure adapter transmits the key code value entered from the 
keyboard to the computer system after encrypting the value with the secrete key. Then, 
the computer system processes the encrypted key code input information transmitted 
from the secure adapter after decoding the information with the stored secrete key. 

20 The computer system includes general operating system, application programs 

and so on in addition to the keyboard manager. The function to decode encrypted 
information may be incorporated to the keyboard manager, the operating system and/or 
application programs. Wherein, there are protocols between application programs and 
the keyboard manager, and between the operating system and the keyboard manager, to 

25 acquire the decoded information. This is to prevent the case that a third person can 
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misuse the external interface of the keyboard for hacking purposes. 
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executed under Microsoft Windows 98 and the keyboard manager has the decoding 
function is described below. However, in addition to Windows 98, corresponding 
protocols are applicable for Windows 2000, Windows/NT, Unix, Linux and so on. 

When the computer system is operated, the keyboard manager makes and sends 
the secure key to the secure adapter. Then the manager receives the secrete key 
encrypted by the secure key from the secure adapter in secure mode, and then receives 
key code input information encrypted by the secrete key from the secure adapter. The 
encrypted key code input information received from the secure adapter by the keyboard 
manager is not immediately decoded, but stored in a location of the keyboard manager 
or the computer system and only the signal that any key code is pressed is sent to the 
application program interface by the operating system. 

On the one hand, when an application program needs to examine the 
transferred key code during operation, the application program interface interrupts the 
code and requests decoding of the key code first pressed to the keyboard manager. Then 
the keyboard manager transfers the stored encrypted key code input information to the 
application program interface after decoding it with the stored secrete key, and then the 
application program interface returns the decoded information to the application 
program as the result of examination. 

With reference, if booting process of the computing system of the present 
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invention is checked, BIOS operation, LOADER operation, KERNEL operation, 
keyboard manager operation and O.S operation is performed in sequence in applying 
power. Therefore, since the keyboard manager is executed while O.S is being loaded 
after a computer is energized, the keyboard manager is executed earlier than general 
5 hacking or application programs. 

On the other hand, when the secure mode is cleared, the keyboard input 
information is not encrypted and transferred to the keyboard manager and then directly 
to application programs through the operating system. 

10 

Referring now to the Fig.4, an example when safe memory is added to the main 
configuration of the secure adapter of the present invention is described below. This 
embodiment is defined to only the case when the integrity identification value is 
calculated using the CRC algorithm, 

15 

If storage or processing commands of the data which requires security together 
with the secure mode setup command from the application program of the computer 
system are sent to the main processor, the main processor switches the system to secure 
mode and sends the password input request command to the computer system. If the 
20 computer system prompts for password input on screen, the user supplies the password, 
the password is transferred to the main processor through the keyboard transmit/receive 
control, and the main processor sends it to the interface of the safe memory. 

If the secure mode setup command from the application program is for data 
25 storage requiring security, the data from an application program is transferred to the 
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main processor and then the main processor receives and transfers the data to the safe 
memory interface. If the safe memory interface transfers password and the secure data 
to the encryption/key operation processor, the encryption/key operation processor 
converts the password to the safe key and encrypts the secure data and the password, 
5 using the safe key. On the other hand, the encryption/key operation processor calculates 
the CRC values of the encrypted password and the encrypted data, and then transmits 
the "encrypted data", the "password CRC value" and the "encrypted data CRC value" to 
the comparison/processor. The comparison/processor records the information to the data 
storage memory (refer to the Fig.8). 

10 

In the meantime, if the secure mode setup command from the application 
program is for decoding the stored encrypted information, only the password transferred 
to the safe memory interface is sent to the encryption/key operation processor. The 
encryption/key operation processor encrypts password with the safe key after 

15 converting the password to the safe key, calculates the CRC value of the encrypted 
password ("password CRC value"), and then respectively transmits the "safe key" to the 
decoder, and the "password CRC value" to the comparison/processor. The 
comparison/processor scans the data storage memory and confirms whether the 
"password CRC value" stored in the memory is equal to the "password CRC value" 

20 received from the encryption/key operation processor. If two CRC values are equal, the 
comparison/processor receives and transfers the encrypted data from the data storage 
memory to the decoder. The decoder decodes the encrypted data from the 
comparison/processor with the safe key, and deletes the safe key after transmission of 
the data to the safe memory interface. If two values are not equal, the 

25 comparison/processor deletes the safe key stored on the decoder buffer and transmits 
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password nonconformity to the computer system (refer to Fig.9). 

The process that the decoded data is encrypted again with the secrete key in the 
stream cipher and transmitted to the computer system is the same as the aforementioned 
5 description for the main configuration of a secure adapter. However, as the case may be, 
it is possible to organize the process where the data decoded in and transmitted from the 
safe memory can be transferred to the computer system without repeated encryption in 
the stream cipher. 

10 The present invention also relates to a method to secure the key code input 

information transferred from the keyboard using the secure computer system. 

In particular, the method comprises the steps for: 

transferring a secure key created in the keyboard manager of the computer 
15 system to the secure adapter in computer booting; 

creating a new secrete key in the main processor when the secure mode setup 
command from the keyboard or the computer system is transferred to the main 
processor of the secure adapter, and then transferring the secrete key to the initial cipher 
and the stream cipher of the secure adapter; 
20 encrypting the secrete key with the secure key in the initial cipher and then 

transferring the encrypted secrete key to the keyboard manager through the computer 
connection by the transmit/receive control on the computer; 

under secure mode, main processor transferring the information to the stream 
cipher if the key code input information of the keyboard is transferred to the main 
25 processor through the transmit/receive control on the keyboard, the stream cipher's 
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encrypting the key code input information with the secrete key and transferring the 
encrypted information to the keyboard manager through computer connection by the 
transmit/receive control on the computer; 

computer system decoding the encrypted information using the secrete key; 
5 main processor transferring the secure mode clearing command to the stream 

cipher when the secure mode clearing command is transferred from the keyboard or the 
computer system to the main processor of the secure adapter; and 

0 

when secure mode is cleared, the stream cipher transferring the transferred key 
code input information to the keyboard manager through the computer connection by 
10 the transmit/receive control on the computer without encryption, if the key code input 
information of the keyboard is transferred to the stream cipher through the 
transmit/receive control on the keyboard after passing through the keyboard connection. 

Where the safe memory is incorporated into the main configuration of a secure 
adapter, the configuration further comprises the step of: main processor transferring the 
password from the transmit/receive control on the keyboard and the secure data from 
the transmit/receive control on the computer to the safe memory after the main 
processor transfers the password input request command to the computer system, and 
safe memory encrypting and then storing the received data using the password, if secure 
mode setup is made by the command from the application program of the computer 
system and also for data storage requiring security; but 

main processor transferring the password from the transmit/receive control on 
the keyboard to the safe memory after the main processor transfers the password input 
request command to the computer system, and safe memory decoding the encrypted 
data with the password and then transferring the decoded data to the main processor 
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where the password is correct, but not decoding the encrypted data where not correct, if 
secure mode setup is made by the command from the application program of the 
computer system and also for acquisition of the secure data. 

5 On the basis of the Fig. 1 operation process of a secure adapter is described 

below in secure mode setting/clearing by the computer secure system of the present 
invention. 

When the computer is booted (the process when the power is applied, operating 

10 system is initiated and then the computer goes into operation state), the keyboard 
manager of the computer system (not shown) transfers the secure key to the main 
processor through the computer connection by the transmit/receive control on the w 
computer. The main processor turns on the operating indication lamp and sends the 
secure key to the initial cipher. 

15 > 
On the other hand, the key code input information from the keyboard is 
transferred to the main processor through the keyboard connection by the 
transmit/receive control on the keyboard. The main processor turns on the secure mode 
indication lamp, creates and transfers the secrete key to the initial cipher and the stream 

20 cipher, and also the key code input information to the stream cipher, if the input 
information transferred from the keyboard is for secure mode setup. The initial cipher 
encrypts the secrete key with the secure key, and sends the encrypted secrete key to the 
keyboard manager of the computer system through the computer connection by the 
transmit/receive control on the computer. On the other hand, the stream cipher transfers 

25 the encrypted information to the keyboard manager of the computer system through the 
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computer connection by the transmit/receive control of the computer after encrypting 
the key code input information, using the secrete key transmitted from the main 
processor. The process to handle the encrypted key code input information, transferred 
to the keyboard manager, in the computer system is referred to the details described 
5 before on the Fig.3 basis. 

If the secure mode clearing command is directed from the computer system or 
the keyboard, the clear command is transferred to the main processor and the stream 
cipher by the transmit/receive control on the computer or the transmit/receive control on 
10 the keyboard. The main processor turns off the secure mode indication lamp and 
transfers the secure mode clearing command to the stream cipher. Thereafter, key code 
values transferred from the keyboard are transferred to the computer system through the 
computer connection by the transmit/receive control on the computer, without 
encryption in the stream cipher. 

15 

The process to handle the not-encrypted key code input information, 
transferred to the keyboard manager in the computer system is referred to the details 
described before on the basis of the Fig.3. 

20 If the secure key is not acquired from the keyboard manager of the computer 

system during booting the computer, the secure adapter goes in the disabled secure 
mode, and the main processor sends periodical ON and OFF signals to the secure mode 
indication lamp. Then, by the keyboard manager and the decoded data transfer protocol, 
the disabled secure mode state may be notified on the monitor as a message type and so 

25 on, and the keyboard input information is transferred to the keyboard manager without 
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encryption. 

In Fig.5 through Fig.7, the secure mode setup process, the secure mode clear 
process and key code input information processing process under the secure mode of the 
present invention is shown in more details. 

The Fig.8 shows the data storage process after encrypting data in the secure 
adapter with the incorporated safe memory, and the Fig.9 shows the process to decode 
the encrypted data. 

Those who are skilled in prior art may assume various changes and 
modifications within the scope of the present invention on the basis of the above 
description. 

Brief Descript ion of Drawings 

Fig. 1 shows a configuration of the module as an embodiment of a secure 
adapter according to the present invention; 

Fig. 2 shows a view of an embodiment of a secure adapter, of the present 
invention, with connection between a computer system and a keyboard using cables; 

Fig. 3 shows a schematical diagram of a computer system in a computer secure 
system of the present invention; 

Fig. 4 shows a configuration of a module that the safe memory is incorporated 
to a secure adapter of the Fig.l ; 

Fig. 5 shows steps for secure mode setup in the present invention; 



-20- 



WO 01/10079 



PCT/KROO/00811 



Fig. 6 shows steps for clearing secure mode in the present invention; 

Fig. 7 shows steps for processing key code input information under secure 

mode; 

Fig. 8 shows steps for encrypting and storing data in a secure adapter of the Fig. 

4; and 

Fig. 9 shows steps for decoding stored data in a secure adapter of the Fig. 4. 

Industrial Applicability 

If the secure adapter and the secure computer system employing thereof of the 
invention are used, it is possible to prevent third person from intruding into the 
computer system by hacking and stealing user's secrete data, for stock exchange, 
Internet banking, cyber transactions and other communications over the Internet, 
modem communications or for network data transfer. 
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What is claimed is: 

1. A secure adapter to transfer key code input from a keyboard to a computer 
system, characterized in a configuration to transfer input from the keyboard to the 
5 computer system after encryption if a secure mode setup command is received from the 
keyboard or the computer system, and to transfer the input from the keyboard to the 
computer system without encryption if a secure mode clearing command is received or 
under cleared secure mode. 

10 2. A secure adapter according to Claim 1, further comprising: 

a main processor to process the secure mode setup/clear command and to 
create a secrete key in setting secure mode; 

an initial cipher to encrypt the secrete key transferred from the main processor 
with the secure key from the computer system and then to transfer the encrypted secrete 
15 key to the computer system; and 

a stream cipher to encrypt the key code input information from the keyboard 
with the secrete key and then to transfer the encrypted information to the computer 
system. 

3. A secure adapter according to Claim 1, further comprising: 
a computer connection coupled to a keyboard port of the computer; 
a keyboard connection coupled to a keyboard plug; 

a transmit/receive control on the computer to control communication with the 
computer system; 

a transmit/receive control on the keyboard to control communication with the 



20 
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keyboard; 

a main processor to create a secrete key, to perform secure mode setup/clearing 
according to the secure mode related commands, and to inter-transmit information of 
the computer system and the keyboard; 
5 an initial cipher to encrypt the secrete key from the main processor with a 

secure key from the computer system and then to transmit the encrypted secrete key to 
the computer system, under secure mode; and 

a stream cipher to encrypt the key code input information with the secrete key 
from the main processor and then to transmit the encrypted information to the computer 
10 system, under secure mode. 

4. The secure adapter according to Claim 1, further comprising a built-in secure 
mode indication lamp which is ON under secure mode, OFF under cleared secure mode, 
and periodically blinks under disabled secure mode. 

5. The secure adapter according to any one of Claims 1 through 4, further 
employing safe memory operation under the secure mode set by an application program 
executed in the computer system, said safe memory comprising: 

a safe memory interface to transmit a password transmitted from the main 
20 processor, or the password and the data which requires security ("secure data"), to an 
encryption/key operation processor, and to transmit the data received from a decoder to 
the main processor; 

an encryption/key operation processor to convert the password to the key ("the 
safe key"), and then, if the secure data is not received together with the password from 
25 the safe memory interface, to transmit the safe key to the decoder and to encrypt the 
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password with the safe key by encryption algorithm and calculate the integrity 
identification value of the encrypted password ("password integrity identification 
value") and then to transmit the password integrity identification value to a 
comparison/processor, and, if the secure data is received together with the password 
5 from the safe memory interface, to encrypt the secure data with the safe key and 
calculate the integrity identification value of the encrypted secure data ("encrypted data 
integrity identification value") and then to transmit the encrypted data integrity 
identification value together with the "encrypted data" to the comparison/processor; 

a comparison/processor to transmit the stored data to the decoder if two 

10 integrity identification values are the same after comparing the "password integrity 
identification value" received from the encryption/key operation processor with the 
"password integrity identification value" stored in the data storage memory, to transmit 
password nonconformity to the computer and delete the temporally stored safe key on 
the decoder if the values are not the same, and to transmit the data to the data storage 

15 memory where "encrypted data" and "encrypted data integrity identification value" 
together with "password integrity identification value" are received from the 
encryption/key operation processor; 

a data storage memory to store the encrypted data, the encrypted data integrity 
identification value and the password integrity identification value; and 

20 a decoder to decode the encrypted data from the data storage memory with the 

safe key and then to transmit the decoded data to the safe memory interface, 

wherein, where the said safe memory is employed, the main processor 
additionally has the function to transmit the password input request command to the 
computer system, and to transmit the password received from the keyboard to the safe 

25 memory, if the secure mode setup command received from the application program of 
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the computer system is for the safe memory. 

6. The secure adapter as claimed in Claim 5, where the said integrity 
identification value is calculated using the CRC algorithm. 

5 

7. A computer secure system comprising the secure adapter, the keyboard and 
the computer system according to any one of Claims 1 through 6, where a separate 
secure key for entering secure mode setup/clearing command is incorporated in said 
keyboard and/or the secure mode setup/clearing command can be created by the 

10 combination of existing key codes, the computer system has the secure key creation 
function, the encryption/decoding function with the secrete key and the 
encryption/decoding function with the secure key, and the keyboard manager with 
application program interface is included. 

15 8. A method to secure key code input information comprising the steps of: 

transferring a secure key created in the keyboard manager of the computer 
system to the secure adapter in computer booting; 

creating a new secrete key in the main processor when the secure mode setup 
command from the keyboard or the computer system is transferred to the main 
20 processor of the secure adapter, and then transferring the secrete key to the initial cipher 
and the stream cipher of the secure adapter; 

encrypting the secrete key with the secure key in the initial cipher and then 
transferring the encrypted secrete key to the keyboard manager through the computer 
connection by the transmit/receive control on the computer; 
25 under secure mode, main processor transferring the information to the stream 
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cipher if the key code input information of the keyboard is transferred to the main 
processor through the transmit/receive control on the keyboard, the stream cipher's 
encrypting the key code input information with the secrete key and transferring the 
encrypted information to the keyboard manager through computer connection by the 

5 transmit/receive control on the computer; 

computer system decoding the encrypted information using the secrete key; 
main processor transferring the secure mode clearing command to the stream 
cipher when the secure mode clearing command is transferred from the keyboard or the 
computer system to the main processor of the secure adapter; and 

10 when secure mode is cleared, the stream cipher transferring the transferred key 

code input information to the keyboard manager through the computer connection by 
the transmit/receive control on the computer without encryption, if the key code input 
information of the keyboard is transferred to the stream cipher through the 
transmit/receive control on the keyboard after passing through the keyboard connection, 

15 

9. The method according to Claim 8, further characterized in that the decoding 
function using said secrete key is served by said keyboard manager of the computer 
system, or the operating system and/or application programs. 

20 10. The method according to Claim 8, further characterized in that a protocol 

for acquiring decoded data exists between the keyboard manager and the application 
program, and between the keyboard manager and the application program. 

11. The method according to Claim 8, further comprising the steps of: 
25 main processor transferring the password from the transmit/receive control on 
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the keyboard and the secure data from the transmit/receive control on the computer to 
the safe memory after the main processor transfers the password input request command 
to the computer system, and safe memory encrypting and then storing the received data 
using the password, if secure mode setup is made by the command from the application 

5 program of the computer system and also for data storage requiring security; but 

main processor transferring the password from the transmit/receive control on 
the keyboard to the safe memory after the main processor transfers the password input 
request command to the computer system, and safe memory decoding the encrypted 
data with the password and then transferring the decoded data to the main processor 

10 where the password is correct, but not decoding the encrypted data where not correct, if 
secure mode setup is made by the command from the application program of the 
computer system and also for acquisition of the secure data. 
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FIG. 5 
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FIG. 6 
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FIG. 7 
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FIG. 8 




Application 
program 



Display 
"password input" 
request message 



Display the 
"Under storage" 




Transfer the input 
request display cotwnand 

i 



Main processor 



Receive password 
from the keyboard 

i 



Transfer password of 
the secure data to the 
safe nemory and request 
storage 



Transfer the 
"Under storage" 
display 
coowand 



Transfer END 
signal 



3: 



Caiclate the password 
key integrity 
identification value 



Encrypt the secure 
data with safe key 



Safe 



Calculate the integrity 
identification value of 
the encrypted data 



Store the values 
(Data, integrity 
identification value) 

[Transfer the ENO sipnal[ - 



8/9 



WO 01/10079 PCT/KR00/00811 



FIG. 9 



Appl i cat ion 
progran 



Oisplay the 
'password input" 
request message 



Oisplay the 
■password error" 
message 



Receive and 
process the data 



Transfer the input 
request display consand 



Main 

processor 



Receive password 
froa the keyboard 



Transfer the password 
to safe memory and 
request reading 



Transfer the 
password error 
display command 
2 



Send the data 




i 


Send th 


te data 



Calculate password 

integrity 
identification value 



The password integrity 
identification finds the 
record 



Safe memory 




Transfer 
password error 
display 



9/9 



INTERNATIONAL SEARCH REPORT 



international appiication No. 
PCT/KROO/00811 



A. CLASSIFICATION OF SUBJECT MATTER 
IPC7 H04L9/32 

According to International Patent Classificati on (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED 

Minimun documentation searched (classification system followed by classification symbols) 
IPC7G06F1/00, H04L 12/00. H04L 9/00 

Documentation searched other than minimun documentation to the extent that such documents arc included in the fileds searched 
KOREAN PATENTS AND APPLICATIONS FOR INVENTIONS SINCE 1983 
KOREAN UTILITY MODELS AND APPLICATIONS FOR UTILITY MODELS SINCE 1983 

Electronic data base consulted during the intertnational search (name of data base and. where practicable, search trerms used) 
WPI. INSPECT W SECURE ADAPTOR". 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 


Citation of document, with indication, where appropriate, of the relevant passages 


Relevant to claim No. 


X 
Y 


US 5388156 A (IBM CORP.) 7 FEB. 1995(07.02.1995) 
abstract. fig8 
page 8, lines 21 to 33 


1-2 

3-4, 8-10 


X 
Y 


KR 97-06392 B (IBM CORP) 28 APR. 1 997(28.04 1 997) 
fig4. 

pages 7 to 8 


1-2 

3-4, 8-10 


Y 


US 5550984 A (MATSUSHITA ELECTRIC CORP.) 27 AUG. 1996(27.08.1996) 
page 5, lines 12 to 44 


1-3. 8-10 


Y 


US 5214429 A (R.E.T.S SALES AND SERVICE INC.) 25 MAY 1 993(25.05. 1993) 
page3. lines 9 to 1 8 


1-3. 8-10 


A 


KR 98-63709 B (IBM CORP.) 7 OCT. 1998(07. 10. 1998) 
page 14. lines 30 to 40 


1-3,8-10 



| I Further documents are listed in the continuation of Box C. 



[x""| Sec patent family annex. 



* Special categories of cited documents: 
"A** document defining the general slate of the art which is not c 

to be of particular relevence 
"E" earlier application or patent but published on or after the international 

filing date 

m V document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of citation or other 
special reason (as specified) 

"O" document referring to an oral disclosure, use. exhibition or other 

l published prior to the international filing date but later 



T" later document published after the international filing date or priority 

date and not in conflict with the application but cited to understand 

the principle or theory underlying the invention 
"X" document of particular relevence: the claimed invention cannot be 

considered novel or cannot be considered to involve an inventive 

step when the document is taken atone 
"Y" document of particular relevence: the claimed invention cannot be 

considered to involve an inventive step when the document is 

combined with one or more other such documcms.such combination 

being obvious to a person skilled in the art 

document member of the same patent family 



Date of the actual completion of the international search 
22 SEPTEMBER 2000 (22.09.2000) 


Date of mailing of the international search report 
25 SEPTEMBER 2000 (25.09.2000) 


Name and mailing address of the ISA/KR 
Korean Industrial Property Office 

Government Complex-Taejon. Dunsan-dong. So-ku. Taejon 
Metropolitan City 302-701 . Republic of Korea 

Facsimile No. 82-42-472-7140 


Authorized officer ..s* 

LEE. Son Tack ; : 
Telephone No 82-42-48 1 -5667 \^*$&* 



Form PCT/ISA/210 (second sheet) (July 1998) 



INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/KR00/0081I 



Boi 1 



Observations where certain claims were found unsearchable (Continuation of item I of first sheet) 



This 



is in.ema.iona. search rcpor. has no. been established in respec. of certain eia.ms under Article 17(2X.) for .he fol.owing reasons: 



□ Claims Nos.: . 
because they relate lo subject matter not required to be searched by this Authority, namely: 



2 0 bica^hev relate to part of the international application that do not comply with the prescribed requirements to such an 
extent that no meaningful international search can be carried out. specifically: 



^ blcauL^hey Ire dependent claims and arc not drafted in accordance with the second and third sentences of Rule 6.4(a). 



Box II Observations where unity of invention is lacking (Continuation of item 2 of first sheet) 



This International Search Authority found multiple inventions in this international application, as follows: 



1. []As all required addtional search fees were timely paid by the applicant, this international search report covers all searchable 

claims. 

2. I — I As all searchable claims could be established without effort justifying an additional fee. this Authority did not invite payment 
of any addition fee. 

3 1—1 As only some of the required additional search fees were timely paid by the applicant, this international search report covers 
' ' only those claims for which fees were paid, specifically claims Nos.: 



4. I - ] No required additional search fees were timely paid by the applicant. Consequently, this international search report is 
— restricted to the invention first mentioned in the claims, it is covered by claims Nos.: 



Remark on Protest Q The additional search fees were accompanied by the applicants protest. 

| | No protest accompanied the payment of additional search fees. 



Form PCT/1SA/2 10 (continuation of first sheet (1)) (July 1998) 



INTERNATIONAL SEARCH REPORT 

Information on patent familv members 



International application No. 
PCT/KR00/0081 1 



Patent document 
cited in search report 



Publication 
date 



Patent family 
mcmber(s) 



Publication 
date 



US 5388156 A 



07.02.1995 



KR 97-06392 

18.03.1994 

US 550984 A 
13.06.1996 

03.06.1997 

27.11.1996 

26.06.1996 

US 5214429 A 



KR 98-63709 
26.01.1999 

31.07.1998 



28.04.1997 



27.08.1996 



25.05.1993 



07.10.1998 



AU 663551 B2 
EP 558222 A 1 
JP 2565629 B2 
KR 9603058 B 1 



EP 588471 A3 
JP 7191776 A2 
US 5341422 A 
CA 2099026 A 



WO 9618253 Al 
JP 9505719 T 
EP 744107 A 1 
AU 2820295 Al 

NONE 

US 5864666 A 
JP 10200530 A 



12.10.1995 
01.09.1993 
18.12.1996 
04.03.1996 



23.11.1994 
28.07.1995 
23.08.1994 



Form PCT/ISA'210 (patent family annex) (July 1998) 



